SECRET

F.No.15-1/2010-Sch.1-CDN
Government of India
Ministry of Human Resource Development
Pepartment of School Education & Literacy
New Delhi, the 19" February, 2010
To,

Chariman, Central Board of Secondary Education
Commissioner, Kendriya Vidyalaya Sangathan

Commissioner, Navodaya Vidyalaya Samiti

Chairman, Central Tibetan School Administration

Secretary, Council for the Indian School Certificate Examination

RIS

Subject: Standard Operating Procedure (SOP) for dealing with any terrorist attack on
Schools - reg.

Sir,

| am directed to forward herewith a copy of letter D.O.No.1-11011/73/2009-I1S-1V
dated 21.12.2009 along with its annexure regarding standard operating procedure for
dealing with any terrorist attack on Schools. Ministry of Home Affairs has advised that
experience gained in handling terrorism in recent years has shown that spectacular terrorist
actions may be undertaken with a view to gain widespread media and public attention.
Places with large number of footfalls, malls, multi-plexes, hostels and schools are soft and
most vulnerable targets for terrorist attacks. This necessitates having a Standard Operating
Procedure, defining the role of officials of the concerned agencies involved in counter
measures. An SOP for preventing/dealing with any terrorist attacks on schools has been
prepared and is enclosed herewith.

. The aim of this SOP is to lay down guidelines and procedures for preventing and
dealing with an extremist attack on schools. However, these are general guidelines, and
every terrorist related incident being different, the action should be taken by all concerned
keeping in mind the specifics of each situation.

3. It is requested to kindly implement these guidelines in schools under your jurisdiction
and intimate to this Ministry.

Yours faithfully,

At

(Devendra Kumar)
Under Secretary to the Government of India
Encl.: as above.
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SPECIAL SECRETARY
. (INTERNAL SECURITY),

Experlence galned in handllng terronsm in recent years has shown that
\© spectacular. terrorist actions may be undertaken with a view ‘o gain widespread
media and public attention. Places with large.number of fooffalis, mails, multi-piexes,
‘hotels  and schools "are soft and most vulnerable targets for terrorist- attacks. This
necessitates havmg a Standard Operatrng Procedure, defining the role of officials of
the concerned agencies' involved' in- counter measures. An SOP for preventing
/dealing with any terrorist attacks on‘sch.ool_s has been prepared and is enclosed.

~02. The aim of this SOP is to lay down guidelines and procedures for preventing

and dealing with an extremlst attack on schools. However, these -are general

gstgg ines, and every terrorist related incident being different, the action should be
by all concerned keeplng in, mlnd the SpeleICS of each situation.

s I shall be grateful lf you could klndly arrange to cnrculate these guidelines to all
~major schools in your jurisdiction. However, this circulation should be done discreetly
CD“)SO that objectlve of alerting the district and school administration and: preparing them

or any eventuality is achieved, without creating any-sense of panic. While circulating
these gwdelrnes it may be mentioned that these guidelines are being circulated to
all major schools and should not be deemed as intimation of any prlor information-or
any specific threat to any partlcular institution.

. . With regards, . ] ‘ :
(%(17 6{ e i gl : i R : Yours sincerely,
\‘A > Enc! As above . : \t i ' (o :
Q)A dj*) : S e s i : Sd/-
\ ¥ - Sl e B (UKBANSAL)
DsGP/tsGP of all Staes / UTs. - Uiiag ‘

();, b i Ms Anshu Vaish Secretary. Department of School Educatton and Literacy,
\

oom No. 124C Shastri Bhawan, New Delhi. ‘
el s e Tl (UK BANSAL )
, I 16108

' "Please visit our website at.tjttp:llmha.nic.in"
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SubJect Standard Operatmg Procedure for dealmg wrth any terrorist
attack on School ‘

Background:

: Expenence gamed m handlmg terrorism in recent years has
'shown that wrth ‘a view to ‘gain w1despread ‘media and pubhc
attentlon bold terronst attacks are . undertaken Places of large
- number of footfalls malls multi- plexes hotels and schools are most
| vulnerable for terronst attacks ThlS necessrtates to have in place, a
‘Standard Operatmg Procedure deﬁnmg role of officials of the

. r-concerned agencies part1c1pant to counter such attack in schools.

2. Aim of sop:-

The ai-né{ of this SOP iS"t"o lay-'doWn guidelines and procedure for
' preventmg and dealmg with' extremlst attack on schools However,
' these are general gurdelmes Every terrorist related mcrdent is

different and the- actlon should be taken’ by all concerned keepmg in

: ~mind the SDECIflCS of each srtuatron keepmg in m1nd these general

1 r,l_gmdelmes

Ta ‘Identif_ication of Sc:hools:'- :

The local police should identify or make a list of prominent/high
~ profile schools in their jurisdiction for the purpose of SOP.



.

‘4. Preventive Measures:-

S

' 4.1 'Eé’ch-.-éChddl:-shO‘UId have “concrete boundary wall, with 3 to 4

gates and each: gate should be marinéed by at least 3 guards, on a 24-
hour basis. ‘ - e s i i

42 ‘De'tails of télephbne 'hdmber, of the Police Control Room and

local police station should be maintained and updated regularly by the

school authorities. These details should be displayed at prominent

- places so that in case of crisis, the Principal, teachers, students, staff
* or security guards or any one from the school may contact the Police.
A nodal officer. may be nominated to look after security arrangement

in'the school. .

4.3 A telephone connection should be provided at the main gate of

- the School so_that the guards can inform the Police in case of any
“emergency- without - waiting for informing the nodal officer or the
Principal. P e : .

4.4 There should b'e'prbgpe'r. illumination along the perimeter so that

. .no body. can jump over the wall into the school in the night for any
- nefarious activity. o . | | '

| 45 ‘Concertina wire m"ay.'be«-fixedv, on the iron grillé-above the
- boundary wall to deter any one from jumping over theﬁ wall.
e Installation “'o'f_ j'._CCTiV systems all along the boundary as well as
~ some additional , locations inside  the premises, to monitor the
~ movement of any. suspicious person, with recording facilities for the

last three days, atleast. The system should also have requisite video

- analytics to detect any intrusion’ and raise an audio as well as visual
-alarm. CCTV. system alarm may .also be connected to the identified
- gates to close them automatically. - '

4.7 Walkie _Talkie .se.t‘s-.forc.omﬁ"i_Unicati.on between security guards
-7 .and nodal:.sec;u_ri.t'y"ofﬁ‘cer,‘-.b'e‘_arrangg‘d.fAn intercom between main
- gate/other perimeter gates. to the nodal security officer and the

Principal of the School may be provided for efficient communication.
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- 4.8 There should. .be centralized Public Announcement systeri
between Nodal. . Officer -and " all classes/library etc. by which
instructions can be given to - the students/staff in each room,
collectively. or. individually or in selected combinations, may be
o instatled. - . B e, - :

4.9 A visual "anti-sabotage check of the entire school should be
- -carried out by the security staff of the school before the children start
arriving in the morning. They should also check the footpath in front
- of the school; all along the boundary wall including the parking area
. to detect any suspicious objects lying unattended there. -

~ 4.10 Alarm System: In order -to alert the entire security staff,
Principal, teachers and the students in case of any contingency, a

i suitable-electric bell needs to be installed connecting all the gates to

‘a nodal_point in the school. The alarm 'system should also have a
display panel to indicate:the location from which the alarm has been
raised. The_alarm'can'be -manually pressed by the guards or get
activated automatically if any vehicle crashes into the gate. The nodal
. officer should immediately. verify. the reason for raising the alarm,
- inform the. Principal, take action to initiate the contingency drill in
- the school and inform the police. |

5, ‘Actip.nh'/i'Ac'ti"\'/é stage:- . .

5.1 Response of the  Schoot Authorities in case of any
* Contingency:- The drill for the School authorities may be divided into
two parts namely contingency at the time of arrival/departure of the
- children and secondly while the school is already functional.

- Drill at the time of arrival/departure of the children:

, (i) Kidnapping of children at the time of their arrival /departure.

- (@) The guard on duty at main gate or nodal officer should

immediately inform the Police about the incident. Guards should give

proper description of the ‘vehicle, colour etc, so that police can

- impose Red Alert and search the suspected vehicle. |

- (b) The guards posted at main gate should immediately rush the

- children already on the road or footpath inside the school and close
the school gates. : o
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() Thase who are still in the cars and buses and have not alighted
- should be told to move forward and leave the area.

- (d) . The guards at the main gate should iimmediately press the alarm
bell to close the intermediate gates to segregate and secure the

- children inside the ‘school blocks. He should also inform the nédal
security officer/ Principal of the school.

~(if) ~ Random Firin'g. on 't'he”r_.oad near the si_-:hodl:
eE Théré should ‘be two ‘guards: at the main gate at the time of

arrival/departure‘--'qf children. Guard at the main gate should quickly
-take in all the children and close the gate. - e ‘

(b)  Another guard-should direct the buées: and vehicles from which
the ch_ildren"ha\{e not yet alighted to r‘_hove_on quickly and get out of

% " the area.

(c),"" Guards at‘maingatef td,in-fqrm“t'he po[ice and also the nodal
- security officer of the school. e :

(d) ‘Alar‘mj' bells éhou[d be rung and intermediate gaf.es be.closed to
prevent any chitdren from coming outside. :

: (e) Rush the. fnjUre,d-chi_{'dren/oth-er-vi_'c'tims to the h_QSpit'alf

: (;ﬁi) _ 'Arhmed'lhfr't.lsion intb thé"school-vwith- Hostage taking:

- In case armed: terrorist manage to enter the school and hold up
-¢_tea,chers/students/ot‘hers'.as"hostrages,"thefollowing action should be
- taken: by the. school -authorities; besides the quick reaction team
(BNgaRing the tarronists: - - . Y E i '

" (a)  Inform the Police:

(b)- Initially atl the children and- teachers should stay back in their
‘respective rooms and those in veranda etc. rush into the nearest room
and not to indulge into any rash act in panic like running out towards
~door to escape etc. They should close the doors from inside and lie
low in the classroom to escape random firing.
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(t) ‘ The securlty guards should be 1dent1f1ed gate wise. They should
“rush’ out from theit’ positions' with the keys of the concerned gates to -
- -open them-for safely sending the. children out as and when. possible.

They: shall ‘check that the area outSIde is clear of miscreants and a
passage is available, and open the gates when told to do so by

_teachers / nodal secunty offfcer

. _(d)' If the locatlon of the terrorists is ‘known and there is safe

- passage available from the’ other classrooms to any of the gates, the
. children under -the. leadershlp of the respective teachers in a single
_..flle W1th maktng any nmse should be taken out..

e Ch1ldren may not be asked to collect/gather in any open ground
as they can become easy targets ,

(f) In case of any doubt there should be no movement and
teacher/school authority should wait for the police to arrive, contain
the situation, surround the terrorist and provide a secured passage for
the children to move out from their respectwe places to outsnde the
school : Rl

(8) One of guards ava1lable should rush to the main gate and direct

| ~the cars/buses arrwmg subsequently to go back to thelr homes.

(iv) Suspected exploswe ob]ect found in the v1c1mty of school or
: 1ns1de the premises : ;

; (a) School staff teacher and students should be regularly briefed

not to touch any unattended object lying anywhere inside/outside the .

~ school. In case any such ob]ect is found, the person who finds it
* should immediately brmg it to the notice of the nodal security officer

. of the school. In case it is seen by any student, he should immediately

bring it to the notice of his. first ‘available teacher, who in turn will

_'mform the: nodal security off1cer/pr1nc1pal of the school All should
“also be brfefed to keep away from such an object.

,"(b) lf there isa bomb scare then chlldren should not be collected in
one place without first checking that area. Some place can be

deSIgnated like auditorium/field and there should be team of 8-10
people from the school who will quickly spread out and carry out a
check of that area. before collecting the children there.
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-(c,) ‘In caée the -bomb _,has al're'édy éXploded, then cars and buses

coming to the school with chitdren should: be told to go back home.

. (d).” Thé._ihjgr'e'd/_casuéltiés_ béfrhshe'd to the hospitals.

L (e) "The ‘nOdai ‘officer or the Pri.nCipai or even the security guards

available in the school should inform the Police .at the earliest

opportunity.” The call will activate the police drill and they will
~ respond accordingly. : il L

(B) - Drill w_h_en' the sch'do_l":is-already functiénai:

o (a)  All.the gatés on the ',péfi.rﬁéter wall should be closed and locked
after the arrival of children: The guard should open the door only for

~ bonafide. reasons. Once the gates are locked, the probability of
__'_forcible.‘i_ntrusio'n ¢0n'siderably reduces, as even the intruder
- understands “that in case he tries to enter forcibly, the .school

authorities can call the pdlj_cefand. they: may be intercepted even

- before they can achieve their objectives. However, in case somebody

. _tries. to forcibty enter the school premises by forcing open the gate

* - under threat of life to the guard or crash open the gate by driving the

_vehicle into' the: gate- or jump qver the wall, the following actior
should be taken: - iiuiah i '

-"(b) " Guard ét_ the main "g'ate should :ihfbrm poliCé and the noda
“security officer i,_mmediate,ly. ; :

(¢) In case ~t_he g’uards,bn other gates notice the intrusion or ar

" being threatened by intruders to open the gate, they. should als

immediately press the alarm bell. A code can be defined for ringir
' the be,tl_ir'_l_',,s_u;h a situation'to convey the type of threat. :

a The ‘Nodal Security Officer should immediately raise gener
“alert in the school and through centralized PA system inform ¢

concerned to follow’ the security drill i.e. all children/staff to !

. inside the _rooms_and to close them from inside.

(e) 'dia“l:- Security Offiéer_' to inform the Principal'of' the school.

() " However, if the criminals/terrorists still manage to enter t
~+ school and indulge in any criminal act, then the following drill shot
el e followed for;'various_acts; ‘ \ ~Hne \
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Kidnal ying of 'chiid'réhlhahdom" firin
killing of children inside the school:

with intention of mass

(i)

e it presuméd.thatthé terrorists/ criminals h‘av'ing'd'one their act
‘have managed to escape. In such a case
. Inform the police again givingldesc'ription of criminals/ terrorists,
~ their numbé_r,_aldngWith details of éscgpe-vehicle, if noted.
. Nodal Sécu’ri‘ty' Officer ‘to announce on PA system. for

 teachers/students and staff to’stay inside their rooms.
| lr{jured'/, casualties, if any, be rushed to the hospitals.
" Those who have seen the kidnappers and noted their description
e _identiﬁec_l'and requested to collect at one place to assist the police
.’inﬁinvestigation_. b [ bR S
Drill be'acti‘\)ated’t'i_nfo_rm the parents.'andfreturn of children.
- (i'i'). . ‘_Fo'r‘ other -situétiohs the drill w_il_l-?be same as mentioned in para

6. Communication with the Parents:

1t is very likely that the news of such an incident will breakout ven
~ fast and: parents in panic ‘would rush to the school. In order to ensurt
~ that parents do not rush to the ‘school and create obstructions in th
. .subsequent operations by the police forces, they need to be informe
to come. tQ:‘a.‘,pre'-ﬁiden_‘tifie_d, central place as-close to the school @
- possible for the briefing as well as for handing over of rescue
children. This can be: achieved if the school can have 3 system ¢
“having . the ‘mobile: nos..of all the parents of the children in
centralized database. A SMS can be drafted explaining the situatio
* giving the necessary facts, place: of their assembly for briefing et
and the message sent to all. For this purpose, the.local police shou
~ identify the place of assembly, in advance and provide a list, local’
~ wise to all schools and also to the District Hars. and State Hars.




e General Suggestlons -

(i)  School gates be kept closed 1mmed1ately after the arrival of
children “till the dlspersal of chlldren begms, to prevent any easy

: 1ntru510n

_ "(n) The telephone numbers of nearest hospttal(s), pollce stations
o ,.and assrstance desks should be dlsplayed prommently in the school.

: (m) Guards should be 1dent1f1ed for each gate and there should be a

' list.put up to specn‘y who- has Keys to Wthh gate All gates should be
- covered by. guards i

“-(w) A centrahzed alarm- system and also a PA system through Wthh
classes ‘can be addressed collectively as well as individually and
: selected combmatlon should be mstalled

(y} All teachers/staff should be brlefed properly and appnsed of any
possrble threats

(vi ) There should be a llSt w1th dutles spec1f1ed by names like which
teacher/staff would be responsible for controlling children, which one
woultd inform police/ hospital authorities, Wthh one would be

t esponsrble for mformmg the parents and SO on.

:(vn) ‘All the bus drlvers to be bnefed to respond qurckly and drive
“away their buses with children if they see any commotion/attack at
i the gate and chrected by securlty guards to do so.

{viii) The guard at the gate should be alert to notlce any suspicious
- person movmg around or standmg near the school.

‘_;_'(1x) A 'security - check can be . carned out in school by the staff to
- check n‘ any ob]ect is lymg unclaimed at various points such as in the

classroom at any gate in the ﬁeld and SO on.

(X)) The antecedents of all the new staff members brmg employed in
- the school should be ,verr.fled properly '

o ey All labourers workmg in-the school should be issued a temporary
L photo |- Card and they can be generally checked by secunty guards to

;: -8




Wi e e o e
- _prevent anyone of them from bringing. anything (like bomb/IED) to be
’f,imp'lanted in'the.schopl, . T A

Y e
= i) 5eheol authorities should. provide a copy of ‘lay out plan of the
. school to the local police station in advance. |

8. Advance Recee: .

. Local police along. may carry out an advanéé recpnnén‘ssance of
o A e schools to prepare-'the ‘operational to deal with any such
: - contingency:in _fu_ture,-.* el '

9. Mock Drill:
conduct the briefing of the
his SOP- to' ensure;
tuality. They car

o e U genool authorities: R, ¢ -
.~ teachers/ students/staff as well as the drill as pert
that everybody knowshis/ her role in such an even

- also include local Police.in their Mock drill.





